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Abstract

Thi s paper discusses the design of a si ngl e
aut hentication nethod which is "applied to a
remptely sited packet radio swtch. The control
ath to the packet radio switch is a very hi gh
?reguency (VHF) radio channel which is easi %y
noni.tored and ‘accesed. . Such ease of access
requires that only authorized control stations be
permitted to i ssué switch control and naintenance
commands.

The authentication design discussed in this
er provides three functions: (a? positive
ntification of the switch and control operator,
S nmessage streans flowin et ween

(gc) rapid

aper.

denti

b) saf eguard
c

fal se or

swtch and control™ operator, and
identification and rejection of
mani pul at ed messages.

Wi | e some aspects of the work are unique,
of the ideas we enpl oved are disscused in the
erature [,Mayer,198,2], [Needham,1978]. The
k on chal ['enge nunbers di scussed In section
ee was .notivafed br\_[ a description of \Wérld Var
spoofing and_ | FF_problens described in
Bethancourt,1979] [Kahn,1976] whil e probl ens of
ssaqge alteration are covered by various _ sources
NSI,1985]. The slow dictionary attack discussed
section three was originally described by Bl ake
enly of Citibank. Lastly, ‘the area of famming

1i mtative deception is covered in [Frick,

This paper. is divided into four sections.
The first section contains a brief overview of
packet radio techniques. The second section
di scusses assunptions concerning the radio
environment_ i n which the packet radio sw tch
operates. This envirnoment is characterized b
unreliable radio path as well as occasional
spoofing and nalicious interference. In the third
section we discuss the actions of each of the
protocol a four procedures and the nmake-up of its
data construct. Section three also constains a
di scussion of the crylpt,ographl c considerations
upon which this protocol is based. Lastly, in the
appendi x we describe an experinental one-waﬁ
cl pher based on a random program techni que whic
we hope to incorporate into future versions of the
radi o packet switch.

1.0 Packet Radio Overview

~ Packet radio is the extension of packet
switching to the radio nedia. The orl_(tql nal
experiments were perfornmed by the Universify of
Hawai i and the DoD Adavanced Research Projeécts
Agency. Since that time packet radio networks are
finding their way into satellite, police and
commercial uses.

- Packet radio is a technique for conmmunicating

digital information between stations which share a
conmon |ine-of-sjght radio channell. 1In this
respect packet radio is simlar to the |ocal area
network protocol ETHERNET; but, using radio as the
transm ssion nedia instead of coaxial cable.

Communi cations between packet radio stations
are governed by a nunber of design and protocol
conventions which are organized into a seven |ayer
nmodel . Lower |ayers of the nodel deals w'th
el ementary aspects of conmunications. such as how a
station shares access to_the radi o channel or
comruni cates direct IP]/ with another station.

gher levels of the nodel detail conmon
ptrotc_edures for comunicating within a network of
stations.
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A common packet radio station is conposed of
three conmponents: arf)erso el co ute{ or termnal
a termnal node controller and a | ow power VHF
transmtter/receiver (transcei ver?. The term nal
node controller; which directs the actual packet
radio operation; is comonly designed as a small,
speci a purpose computer “containing a
m croprocessor, fprotocol decodi ng hardware and
various amounts 0f program and worKking nenory.

Wthin a |ine-of-sight radio environnent
these packet radjo stations forma local network
were direct station-to-station conmunications Is
possible; either directly or with the aid of
unconnected packet repeaters. T,ygl cal pogul aflons
range to_a hundred or nore stations In sone |arge
C|0t|_e|s with a typical network diameters to about

mles.

Regi onal FaCket radio systens are |inked by a
second type of network which spans the line-of-
si ght user comunities. The 1nLer-C| tv\% net wor

consi sts of high speed radio |inks between |oca

user conmmuni ties |inking packet radio swtching
stations. The packet radio switches provide a
access to the local users and al so _ser%/e as a
reljiable relay and routing control point for the
backbone |inks.

A packet. radio switch is an unmanned,

automatic station which provides two functions:
first, it provides local access tq the |% speed
|nter-C|tdy radi o network. Second, It acts as a
relay and swtching point for the hi %h speed
inter-city backbone network. Several packet radio
sw tches "‘can provide service to users In a wde
%Eogl’alfphical area. In this way the inter-city
inks forma kind of "long distarnce service" whilée
the local area can be viewed as a call wthin the

same area code.

~ To control network operations each packet
radio swtch contains a specialized command |ink
which permits local system operators_control over
the swtches executive functions. The executive
functions; which include the operator connection
process; is an independent application process
running within e swit g at 1S0 layer
(application |layer) seven. The authentication
rotocol is designed to function as an adjunt to
he operator app %ication and hence, as a part of
| ayer ~seven.

The switch is designe i
locations which are not readily accessible
order to take advantage of high buildings or
mount ai n-tayy Location, making frequent access by
servi ce personel difficult. ~For this reason the
swi tches executive routines provides tools which
are quite sophisticated allow ng maxi num control
over the switch.

2. Authentication on the Command Link

Saf eguarding the radio packet swtch control
nk 1s” required to prevent unnecessary

>
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interruption of service. The commn nethode of
protecting such a link is to use authentication
cryptography which offers, some unique
opportunities to eqlpI oy varijous types . of
cryPt ographi ¢ ideas. he “central  probl @m which
nuSt be solved is authentication in an open and
easily nonitored radi o channel.

|

n this section we examne four different
assunptions concerning types of attacks against
the conmand |ink: pervasive monitoring, deliberate
|plterference, Pl ayback, and. sé’é’o _i_n%. These
threat assunptlons are conbin Wit sever al



design considerations to yield nine system
requi rements. In the second part of this séction
we di scuss how each threat is met by a protocol
defense or counter-strategy.

2.1 Threat Assunptions and Requirenents

The packet radio control |ink provides
system operator and system devel oper wth a
range O0f opertions and testing function. For
these reasons it would be quite easy for a
mal i ci ous operator to disrupt servjice or”"crash"
the switch by gaining control of the control
oper_ator functions. hort of this, a malicious
station could spoof or jam the link, blocking all
comuni cations on the li'nk path. Therefore, there
are essentijall three type. of roblens to
consider: (a) fafse identifi'cation of the control
operator or “switch, (b) manipulation, insertion
or deletion of valid control nessages and (c)
deliberate interference. W state these as formal
assunption bel ow

t he
w de

1 is assumed that a malicious
\p]/ays monitoring the control

Mbni tori ri1g)
has conpl et'e know edge of

perator IS

l1nk and tha
switch operatio
(Playback) It is as
operator can rellabl0

| t
al
t he
ns.
sumed that the malicious
pl ayback valjd control
sessions or parts B’
W thout error.

val'd control sessions
(Deliberate Interference) It is assumed that
the malicious; operator can jam the control
channel at wil either through continuos
jamm ng or through selective "spot" |anm ng.

(Spoofing) It is assumed that the malicious
operator can perform selective editing of
valid nessages.

From 6 these four. assunptions nine
authentication design requirenments were devel oped.
I'n nost cases these represent counterneasures to
the attacks described above but sonme reflect
desi gn choices made on the part of the authors.

1 The protocol _should gracefully shutdown
under error. That Is, the protocol shoul d
not block a control link by continuos
cycling In an error ‘retry o
résynchronj zati on | oop. (Malicious
I nterference).

2. Only a valid user can initiate a control
session.

3. The aut hentication technique nust not
expose kevy bits on th open air
(Monitoring).

4. A uni que session key nust be used for each
new session. (Pl ayback)

5. Critical protocol information nust be
aut henticated (Spoofing).

6. Control message content nust be protected
(Spoofing).

1. Consequtive control nessage nust be
protected. (Spoofing).

8 A control session and its messages must be
uniquly identified. (Playback).

9. Control messages nust be in plaintext (FCC
Regul ati on).

2.2 Interference Safeguards

) The first requirement deals with deliberate
interference which f‘orns the npbst conmpn expetctieg

attack upon the sw tch control |ink.

easiest to mount and if done cleverly, one of the
hardest to protect against. = For purposes of this
discussion two types of jammng wll be
consi dered:. steady |anm ng which sinply bl ocks thg
comuni cation channel for a length of tipe an
nomentary jammng, in which the jamrer induces

|e,rrkors on a regular basis to effectivly bl ock the
I nk.
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Steady jamying is essentially a ganme of
strategy |_¥ \}\thﬁ t%le Jamrer attenpts to bl ock
communi cations by transmtting signals which the

l'ink reCeiver cannot tell fromthe valid
To do this the jamer nust either
link receiver

control
si gnal .
overwhel m the switches control |
transmtting a ver{, powerful signal or closly
imtate the Control link signal characteristics sO
that the control receiver cannot distinguish the
Jamrer fromthe valid signal.

To overconme jamming the control link nust use

SﬁeCI al error correction codi ng and, vary sone
characteristic of his transmtfed signal in a
fashion which is known only to himselT and the
[ink receiver. Mlitary syStenms commonly employ
spread spectrum nodul atiopn to providethis
unpr edi ct abl e changi ng. Sinply, spread spectrum
consists of either  changing” the link radio

channel many times a second ™ under control of a
Psuedorando_m generat or or change the waveform of
he transmtter many tinmes a second. I'n both
the link recei'ver will know what frequenc
% used and can reject othe

he expected fashion.

cases,
or waveformis bein
signals not coded in
to be suces it rmust

t he j anmer %ful
as possl bl e; however,

For
imtate the |[ink as cl osl
the signal is changing So rapidly, and in an
unpredi ctabl e fashion, hat the jammers chances
of sucess fall as the links speed of change
i ncreases.

In the case of monentary jamming, the {amﬂers
_egK is to block communications by attacking
ink protocol error detection mec Zinl sm = The
rs signal is meant to cause the protocol to
rm error. retries and hence clog the chanpnel
r

anm n

etransmssion, Ceverly applied, this form
l{m ing location by radio direction finding

trat
he |
a

need only transmt’for a fraction of a

Mst links subject to deliberate jamming are
specially coded with an effect-ive error
correcting code (foward error correction) bhefore

transm ssion, he error correcting code can
identify and correct many small single bit and
pburst errors.  Commonl bit rearrangment (bit

interleaving) within a data block is al'so used to
conbat |onger burst errors.

The AX. 25 protocol upon which the link is
based uses an_error detection and retransm ssion
strategy and is vulnerable to both nonentary and
steady "] anm ng attacks. Foward error correction
and spread spectrum hardware are still relativly
expgn(sjlve; hence, a different counter-strategy was
needed.

The counter-strategy developed for the switch
rests on two observations. First, the switch is
designed to always reset and contjnue autonatic
packet swi tching operations in the event of an
error or failure. Hence, if jamming interrupts a
control operation and denies access over some tine
period, the switch will resume normal automatic
operat i ons.

The seco
unsaf e states. ,
whi ch the swtch can operate
in danger of erroneous operations.
an unsafe state puts the swtch
crashing, perhaps through a tenporar
patch “or experimental manipulation O

Conmands i ssued by the control operator
affect the state of the-switch. These operator
commands are issued individually or as part of a
8roup of commands. Moreover, _each . I ntended
Perator action ends wth the switch in a safe
state while comands wthin a sequence  of
operator commands may place the switch tenporarily
in an unsafe state.

The npst _dan\%erous time for the jamer to
beconme active is en the swtch is in an unsafe

concerns safe and
safe state is ogne I N
normal |y and is not
Conparativel v
i n_danger of
instruction
par anet ers.

nd observation
Briefl

state. =\ assune that the jammer is nonitoring
the activity of the control_link and can determ ne
when this, State occurs. To cl ose the w ndow of
vul nerability the swtches executive software sets
a hardware tiner whenever the switch enters an
unsafe state. _If the link should fail for any
reason this timer wll expire and trigger a
hardware reset returning the switch to normal
packet switching operations.



W& have choosen not to enpl oy special coding
and séaread spectrum hardware prirarily as a trade
off between the effects of jamm.ng, jammn
frequency and hardware expense. Jami ng whic
occurs for a period of one second or nore can be
easily located with current., comrercially
aval | able automatic radio direction findin
techniques. and specific legal renmedies can b
W%I e distruptive;

applied. Jamming attacks; are
generally not too frequent; however, in certain
Specific areas of the country janming is nore

prevalent and it may be nece_ssaral to enploy sone
of the anti-jam har dware nentioned.

2.3 Imtative Deception and Spoofing

Imtative deception and its variations form
the basis for several attacks. The ones
consi dered here are attacks whose strategy is to
imtate a vaild user action by manufacturitmig valid
| ooki ng nessages, _ altering selected parts of a
valid message (spoofi ng) or by recording and re-

laying whole or parfs of & previous session
?pl dyback attacks).

The strategy of imtative decepti

ect a valid ippearing messages Into
ch is taken for valid traffic. One
mary [Frick,1945] instances of this

Ck “occured in the opening days of WVI
rman- Russian front durrin t
nenburg. In this battle the Germans; using the
rI] signs and radi o procedures of the Russian
e

on i
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Conmand; were able to send fal se I nstructions
various conmanders counternandi_ng previous
rs and altering battle plans. Thi's ‘resulted

a mlitary disaster for the Russians with far
aching consequences.

The major saf etg_uard against imtative
deception is an authenfication procedure which can
uarant ee that each message has originated from
he aut horized user. Communications systens
comonly rely on cryptographic authenti'cation
procedures whi'ch requite t he user to perform sone
enci phering operation with a known ke f The
system perforns the same o%eratlon in parallel and
conpares its result wth the potentical users. If
the results are identical, it is assumed the user
possesses the proper key and hence is an
aut hori zed user.

The authentication protocol described in this
aper uses a parallel encipher and test procedure
o safeguard three aspects of the control session:
message flow and exception

o —+
(=X

_‘_
[o3=1m

est abl i shnent

hand 1 ing. Each of thesé three aspects of control
link communications offer the spoofer an
oppurtunity to mount an attack against the system

The first safeguard is placed at the point
where a user requests the switch to begin an
operator dialog, The user would up to this time
have established at least an AX. 25 1level
connection to the switch and request to conrqectoto

he switches executive software. sone
resenbles a

request
conventional conputer Ioggn with a secret
assword; however, the radio channel is always
eing monitored and the password would not stay
secret very long.

The mechani sm used by the protocol relies on
aral l el encjpherment of a known constant by both
he user and switch. = A challenge nunber (CN) is
g_enerated by the switch based on a random zed
imer value and is transmtted to the user in
response to his connection request. Both the user
and the swtch then encipher the challenge nunber
using a previously distributed secret Key. _The
user returns the enciphered value to the switch
whi ch then performs a comparision With its locally
cal cul ated value yielding a match for a valid
user.

respects, the connection

~ If the returned value does not match the
switches enciphered value it is assumed the user
does not possess the secet keg‘ bThe connect i on

request is denied and the switch breaks the AX 25
connect ion (“hangs up”). At this point no new
operator dialog connection requests wll _be
accepted for a period of fifteen seconds. The
goal is to prevent a brute force attack b
lr(ncroconputer which could rapidly test many trial
eys.

5.74

A benefit of the randomy generated chal | enge

nunber 1S that it provides a unique value fo
associate with each operator connection. This
unique value wll be used to differentiate

messages in the operator session from those of an
ol d_session and hence block a playback attack. It
is inmportant to note that the swi'tch and not the
user dgenerat ed the chal |l enge nunper, f the user
coul d generate the chal l'enge nupber, a spoofer
could sinply pl ag/back an ol d” chal | enge nunber and
setup to replay fhe associated old session.

been . blocked from directl
a valid control operator an _attacK
e spoofer is to attenpt to disrupt

) Havi ng
i npersonat i ng
now open to Ih

he control i nk insertion,,modification or
deletion of valid control |ink nessages. Nei t her
the link nor network protocols offer proltec%lop

n fac

agai nst inserted messages [ Borden,1985].
their action is to accept fhe first correctl
nunbered packet and ignore subsequent packets W_Itg
the sanme send and réceive counters; --accepting

the spoofer packet while Ignoring the valid one.

To overcone this difficulty we have included
a message  sequence nunber_‘"as part of the
aut hentication construct. The aut henticati on
rotocol tracks the sequence nunbers by conputin
he next expected sequence after each vali
message is received. This value is saved by ‘hoth
the switch and the control operator and is used to
colnpute the next expected nessage authentication
val ue.

_Message alteration_is an attack open to the
sophisticated spoofer. The goal of the spoofer is
to Intercept and use a va%ld frame and packet
structure but insert a spoof nmessage into the |
field portion of the packet. This attack is nore
common on Wre line systenms were an attacker need
only insert a cornputef in the line to performthe
alteration. |n the radio environment, an attack
of this tyfe is still possible if a spoofer could
automatically intercept: a valid packet, insert the
spoofdtext and retransit the packet in under a few
seconds.

A senerio of this attack mg
spoofer to intercept the incomng Pac
control station by aimng a highly
antenna at the control station whil
spoof er, closer to the packet swtch
bl ocks reception. ~This can be done b
transmtting a short noise burst to jamthe packe
switch conttol receiver making the swtch unhaware
that a valid packet was sent.” After interceptin
the original valid packet, the first spoofer woul
overlay the packet | field with the command of
interest, reconpute the frame check error value
and then quickly re-transnit the nessage to the
packet switch.

To defeat this attack the authenticatijon
protocol contains a nodification detection
I ndi cator (MDI) which detects any nodjfications to
the nessage text. Various types of check-sums
have been studied for this purpose and certain
vunerablilities have been identified where the
“sunf I's conposed of linear operations. I'n the
authentication protocol used by the packet swtch
a nonlinear approach is used to reduce this types
of exposures.

The MDI value is conputed over the nessage

contents 1 ncluding the authentication state
indicator of the authentication protocol construct
which prevents spoofing. . The authentication value
i's then conputed by enciphering the conbination of
MDI value wth bot'h the Challéenge and internally
stored message sequence nunber.

3.0 Authentication Protocol

The authentication protocol is essentially a
conmputer oriented protocol with the contfol
operator executing part of the protocol on a
per sonel conputer "and the remai nder executlng
within the switch. The two communicants exchang
an authentication data unit (AD%) which 1s affixed
to each operator message. |n the return direction
an ADU I's used to signal acknow edgnents and
speci al _conditions and can be received Tndependent
of a switch message. Contained within the I's
the authentjcation state indicator (ASI) which
signals conditions between the two ends.



: Authenticati on:
‘ CONTROL MESSAGE . Data Unit :
(ADU)

Figure la. Control Message Fornat

State: Authentication:
Ind Val ue .
(ASI): (AV)

Figure Ib. ADU Fi el ds

Figure la shows the operator control nessage
and ADU | ayout. The common control message
typically takes the form of an operator command
such as ‘instructions to check status, start or
stop operations and on-line debugging. The actual
contents of the nessage can take either a
conversional English format or a machine readable
format dependi ng upon where the actual conmand
par si ng i s perforned. In the packet radio swtch
under discussion, conmand parsing is done at the
control operator location and so only nachine
readable information is exchanged.

Figure I b shows the format of the ADU. The
authentication state indicator (ASI) is used to
signal the state of authentication and indicates
status such as acknowlegements or a conmand such
as session ternmnation.

There is an associated nmessage count field
which is stored internal to the switch and the
control operator. The count field is used to
track the nessage nunber_and detect lost,inserted
This field is 16 bits in

or duplicate message.

length which was judged adequate for even
exceptionally long control sessions.

3.1 Authentication Protocol Description

The authentication protocol consists of four

procedures: authentication establishment, nessage
transfer, terminate and error. The four
{Jrocedures of the protocol operate in series wth

he exception of the error procedure. Thi s

rocedure is charged with recovery when a nessage
ails to authenticate. In the authentication
establ i shment procedure the control operator is
atterrptingl_ to connect with the packet radio
switch. he procedure calls for the control
operator to establish a lower |evel connection
wth the switch operator control routines. Once
this is done a reliable path is assuned to exist

between the control operator and the packet radio
switch.

The next step is for the control operator to
authenticate hinself to the switch by properly
encrypting a challenge number (CN)” under an
initial key derived fromthe master key and the

chal | enge number (the chal | enge nunber serves as a

key indicator function). The switch generates the
via a clock driven random nunber generator and
sends this value to the control operator. The
control operator now enciphers the by conbinin
it with this key and sends it back to'the switc
over the control link.
In parallel with the control operator, the
switch has also enciphered the value for

comparision with the one received fromthe control

operator. = A match! indicates that the control
Og erator is in possession of the same initial key
thus conpleting the authentication initialization
phase.

the validated CN value is

To add security,
i and re-enci phered to

conbined with a constant

produce a session random zer value (SR)which is
stored internally by both the switch and the
control operator. ~ Thi's step lints the useful ness
to a spoofing station of a intercepted CN val ue
since it wil% not be used futher in the current
form within the authentication procedure. An
i nportant purpose of the is to prevent
pl ayback of "a previous session. The SR associates

with each session serves as a randomy selected
session identification number. The SR is also cne
of the fields used to construct the message
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aut hentication value for each operator
maki ng this value reflect the individual
SR

nmessage; ,
sessli on

Two different approaches were considered in
generating the SR value. The first approach is to
consider a nonotonically increasing counter value
to provide unique session nunbering. The drawback
with the counter approach is it requires long term
storage of the counter value. This conflicts with
one 0f the switches key design J)rincipl es of never
rel.ying on values which could be nodified by a
sofitware error for critical operations.
g&lllcally, constants and routines are comitted to

for reliability; conparatively, values
contained in RAM are subject to bot sof twar e
error and system resets.

. The second approach; which is used in this
implementation; is a SR value produced by a twice
random number

enci phered clock driven gener at or.
The first enciphernent producing the CN value and
the second yielding the SR This approach
roduces even{y di stributed random numbers which

ave a very Small but non-zero probability of
repetition, ~but which needs no long term counter
st orage.

] initialization attenpt fails, the
switch returns an ADU with the ‘authentication
reject flag set. =~ At this point there is an
oppurtunity for a dictionary "attack if the swtch
aﬁomed instant reconnection, Instead. the switch
does the equivlent of "hanging up" by si gnnal li ng
the lower level protocoIs to break the X 2
connection to the control operator and then
enforces a 15 second wait before it accepts any
new aut hentication establish requests. This action

When an

bl ocks the ability to qucikly retry successive
test keys; one of the prine "el ements necessary
for an econom cal dictionary attack.

One additional style of dictionary attack
shoul d be nentioned. This style of dictionary
attack subnmits test keys intermttently over a
long period of tine. The conventional dictionary

attack relies on speed to submit many test keys in

a short time. This style mght be termed the fast
dictionary attack; = conparatively, a slow
dictionary attack spreads its tests out over a

long time'in order not to arouse the suspicions of
a control operator. The slow dictionary attack
relies on the fact that thke system is available
around the clock so that tests need only be
conducted sporadically.

The goal of the slow style of dictionary
attack is; like the fast attack; to find the ke
currently being used. The slow dictionary attac
may be launched when breaking the system is” of |ow
priorit sort of a bonus if it could be done, It
Is dif ficult to guard against this attack since
few attenpts would occur over an interval. The

obvi ous defense is to use a very |arge key space

to forces the attacker to mmintain a |arge
dictionary_ and %erhaps close the time w ndow
during which the attacker mght test. For
exanp le: allow connection requests only during
business hours. This strategy is simlar to what
was done durring World "War Il with the
identification friend or f'oe (IFF) systems. The
enenmy would test the bombers |FF by sending trial

nmessages hoping to find the current settings. To
limt this, the |FF boxes were commonly swtched
off until within a range where they were needed.
Thi s deprived the eneny of their w ndow

The second procedure of the authentication
protocol is the nessage transfer procedure which
authenticates each arriving message. The actual
authentication value (AV) is generated by:

AV = ENCRYPT( Key , MDI(message-text) + SR +
Sequence-numberg)

is 64 bits in length while the
is a 64 bit value

The AV itself
nodi fication detection indicator

(non-secret) which s calculated on the state
I ndi cator. The ADU will be affixed to the end of
the current. nessage and transnitted. VWen the
switch receives this nessage, it will reconpute
the AV usi n% the expected next nessage sequence
value; and the SR, both of which are_ retained
i ndependent |y of the control operator. The switch
will also Treconmpute the MDI on the received
message and derive a test AV Vvalue.



is perforned

Aut hentication of the current nes,saﬁeth d
e receive

b comparision of the test AV wit
b

A%

Once authentication has taken place there are
three possible actions: pass authentication, fail
or fall on retry. Messages which pass
aut henti cation to be

cause the messa%e count er
incremented and the nessage to be passed to the
swi t ches operator function. If the nessage féauls
to authenticate then no message will be passed to
the o era&or function, instead an error procedure
I's entered.

In the error procedure,
updated to prevent a counter
robl em whi ch woul d conplicate things later.
nstead, the nessage as received i s sent back to
the control operator with the reject flag set.
The control operator can then retry seven tines
before the switch declares a formal authentication
failure, Wien such a failure is decllared. the
aut henticated session is cancelled., the switch

the counters are not
synchroni zati on

"hangs up'" and the unconnected state iS re-
entered,
Finally, the ternination procedure is used to

g'yac,efully shutdown the authentication nechansi m
Term nation of an authenticated session is always

initiated by the packet switch in response to a
di sconnect ‘conmand, software failure or idle
termnal tineout.
3.2 Cryptographi c_Consi derati ons

There are a nunber of design issues
surrondi ng the choice of cryptography-applied to
this authentication problem In. thisS section we
exam ne several of these issues including. |egal,
technical and operations and, identify “why
speci fic choices were nade.

A legal requirenment which steered the choice
t0 authentication cryPt ogr aphy rat her than-message
encryption;. which offeres alternative solution

techniques; 1S the plaintext requirenment for
message information. The plajntext requirement is
a regul ation which the Federal Conmunication
Conmi ssi on FCC has levied on different

communi cations services, general Idy prohi biting
them from transmting enciphered Infornation,
Until quite recently this neant any type of

cryptographic or "scranbling” technique.

the spectre of unauthroized use of
nks such as satellite command channels
be%an to attract serious attention, ' he FCC
reTaxed its strict interpertation to permt sone
use of authentication. cryptography. hﬁ I%;eneral
test Is If the specific application enhances or
facilitates communications as opposed to masking
Its neaning.

Wth the relaxed definition it has been
ossible to utilize an on-the-air control |ink.
omonly, in the past it was necessary to utilize
either’a dialed or |eased tel ephone line for

When,
control i

control of a repeater to solve the operator
authentication  problem The expense of
installation and fmaintance of telephone Iines;

specifically to inaccessible places such as
mountain tops; often contributed to the choice of
switch placenent.

3.3 Inplenentation |ssues

. The current system is based on private key
ideas allowing us to enploy , . a commnly
avai | abl e commercial cipher” algorithm  Threé
factors drove this choice: economi c
considerations,  cryptographic strength and
commerci al acceptability.

Economically, DES is available in various
hardware formulations and hence, including it at a
| ow cost was possible.. W chose a hardware
formul ation ecause in terms of storage,
cormp utational power and delay a software
inmplenentation would not be advantageous. A
second reason was the large outlay in tinme and
expense for the software assurances necessary for
cryptographi ¢ processing.

Software assurance
cr¥pto raphic systens are concerned wt
intormation conpromse due to software

techni ques for

FaffGrem "
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nented cryptograpic system comonl

he secure”and non-security aspects o
and in addition, requires the software
go through a ri %‘orou.s failure node
identifying each failure node and
assurance, . The increased
orded by this procedure guards

well inple
seperates t
the system
design . to
anal ysis i
correspondin %
reliability atf

againt failuUres in which the cryptographic process
fails to encipher, garbles thé m%ormano.n in a
reversi bl e way or worse, all ows key bits to

erroneously appear on the conmunications” channel.

In choosing the DES al gorithmwe surveyed
the relavent Iiterature onits cryptographic
strength and have found no clear exé’rrpfe of a

succesful attack. W find the ar%umants agal nst
DES fall into three classes: (a) Super-conputers
have put a known plaintext attack wthin reach,

(b) the government already posses such conputers
(c) there exists a secret process (a tra%door)
that. reduces or negates the conputationall burden
required 1n solving DES.

In considering each of these three classes of
aur,(T;umants pnlIy_ he first seens to be clearly
verifiable, inplying that a careful re-exanination
of DES will be needed in the future. In the
second cl ass; o. currently possess such
conputering power; is largly irrelavent to the
swtches “threat envi ronnaent. lr%stl , the
existance of a trapdoor procedure cou Jer\Jlordl ze
the security of this authentication procedure,
clear indications of such a trapdoor have been
found inthe literature, but if such an attack
shc|>ul dd come to light DES would have to be
repl aced.

3.4 Formof DES Wilization

aspects of this protoco
are based on paral enci pherment: by both t
switch and control operatorX*, of non-secr
information under the control of a unique secret
session key. Wth the exception of the |
information is either broadcast or y
calculated and hence an attacker could assenble a
si zabl e collection of plaintext -C|dphert ext pairs
for study. The %oal of such a study is to deduce
the kev value hv a close exam nation of the
enciphering process.. Therefore, algorithns
selection nust be limted to those Wl% ch can
resist a known plaintext attack.

3.5 Key Managenent

A sinple key managenment schene was devel oped
or the swtch to increase the period between
ekeying (the c,ryptoperlod%, The ‘techni que also
ncreases security by creating a unique key for
each session thereby limting the _ampunt of
message traffic under the same key. = The schene
inplemented for the switch enploys”a fixed master
key of 512 bits which is shared by both the swtch
and control operator.

The switch generates a session key after the

authentication”™ establishnent procedure is

sucessfully performed by conputing a privatly held

function on the CN. ~ The output is then used to

select 56 bits for the current session kez Since

each session uses a different schedule of its
b

The cryptografhlic
e

f
r
I

ey b
fromthe nmaster key, the rate at which an at¥acker
?:ould Infer the next session key would be very
OW.

4.0 Concl usi on

Thi s paper has decribed an authentication
procedure to control a remptly sited packet radio
swtching node. The chief P,robl em to be solved
was to provide a authentication technique which
operates in the face of occasional jamm ng,
spoofing and prevasive nonitoring.

is designed to authenticate a

The prot ocol
message flow =--from the

singl e direction of

control operator to the packet radio switch, Bi-
directional and full duplex extensions of the
protocol are possible; however, there are special
conplexities, chiefly in the area of counter and
error managenment which nust be sol ved.

~ Finall there is interest in extending the
design of the authentication protocol to address
new and wi der problenms wthin the packet radio
network. Anpbng these are extension to the full

dupl ex case, authentication of the switch-to-



protocol and multiple

switch_ control oper at or
which there Is a need

situations in for split
authority. Public key techniques seem to offer
many interesting approaches ang wi || probably be
used in futher protocol versions.

Appendi x
An alternative One-\Way Enciphering Function

~In the comrercial setting_in which the packet
radio switch is to operate, "DES was choosen and
inmpl enented as a hardware_accessary to the nmain
swtch mcroprocessor. To utilize the DES as a
one-wa){ function, the key was first combined with
the value to be encipheréd and then the result Is
used as both the message and the key. The out put

fromthe encryption Operation is taken as the
result of a oné-way transformation.
Wil e DES was choosen for reasons of its

commercial acceptabiljity, test versons of the
switch enploy a previously described one-wa
function based on_ a "random progranf (RP§
technique first described by Evans, Kantrowtz an
Wi ss of [Evans,1974], " The goal of devel oping
a new one way algorithmis one of research since
one of the one-V\aP/ cipher described in the
[iterature would suffice for a DES alternative.
In as much as the RP one-wag function is stnctly
experimental it could not be offered in place o
DES, yet in terns of efficency and compactness it
seens superior at this point.

A one-way function is relativly efficent to
conpute (encipher) but computational’ly infeasible
to invert. |In most cases one-way functions are
based on a known hard probl ens choosen from
conpl exity or number theory such as the knapsack,
prime factorability or root extraction.

The random Er ogram (PR% algorithmis not
based on one of the accepted hard “probl ens but on
the execution of a series of machine |anguage
instructions whose order depends on the specCific
contents of the algorithm argunent. Abstractly,
the function consists of a register (R), which

contains the value to be enciphered; a set of
machine |anguage instructions (M), ose
operations alter the contents of the register and

a selector function (s) which specifies the
machi ne |anguage instruction to be executed next.

Roughly, the algorithmis executed by the
sel ector “function taking a selection_of bhits from
the register and conputes an index which
designates one of the nmachine |anguage
instructions in M The designated instruction Ts
then executed, altering the contents of the
register. This cycle is Tepeated sone nunber of
times and yields an output value in R

In order to invert this algorithmthe analyst
uld have to know what order the instructions’in
were executed. This in turn depends on the
ontents of the original value to be enciphered
whi cht,|s unavai | abl e "after the al gorithm conpl etes
execution.

ogg

Three factors nake .the RP function
attractive; first, the function does not rely on
ext ended gremsn_on arithmetic commonly seen in
many of the public key approaches. Second, the
conputation and storage requirenments are
conpetitive if not better than conventi onal
approaches, an important element in the switch
design and |ast 1y, the low conplexity of the
algorithm leads to sinpler inplenentation.

The "pure" RP al gorithm described above has a
nunber of weaknesses which nust be addressed
before an solid inplenentation could be offered.
In the RP algorithm the cryptanalytic strength is
derived fromthe unpredlctablllty of the order of
instruction execution. Essentailly, each argunent
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to be enciphered should select a unique series of
Instructions wth each instruction given equal
chance of execution at all tines.

Both the selector function and the value to
be encjphered_contribute to the specific order of

execution. The sel ector function out put nust
therefore have a flat probability distribution so
that all choices are equally I|,k1yy over the range
of values to be enciphered.” Since this range is
conposed of all values which can be held in the
register, all representable bit patterns nust be
expect ed.

) A sinmple selector function could be heavjly
influenced by the bit patterns in the input. Thi§
inturn woul d”reflected in the order of instruction

sel ection and execution. The selector function
therefore nust attenpt to "whiten" the val u%s
sel ected fromthe register and hopeful | mt the

I
vul nerability from patterns in the mpu%/.

A second area of caoncern is degeneration in
the radomess of internediate values.” For example
if the selector function operators on the results
of each instruction execution, it is %w te
possible for Eatterns to appear which tended to
converge' erther by alternating or by containing

less and |ess variety. In"either case the

equi probable instruction choice would be
conproni sed.

The chief disadvantage of the RP algorithmis
the lack of in-depth understanding of its
cryptanal ystic strengths and weaknesses.
Currently, “it is undergoing detailed study and
anal }{SIS at the end of which we hope to submt the
results to peer scrutiny.
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